destination ntade cannot be forwarded to the next successive node over the link 
associated with \he destination node, the at least one of the nodes can forward 
the data over the alternate output route toward the destination node; 

after generating and storing the alternate output route, if data to be 
transferred toward a destination node cannot be forwarded to the next successive 
node over the link associated with the destination node, forwarding the data over 
the alternate output route towatti the destination node, by embedding the data in 
virtual packets, addressed for theNalternate route, 

3. (Unchanged) The method of claim 2 wherein the alternate output route is a 
connectionless route. 

4. (Unchanged) The method of claim 2 wherein the alternate output route defines 
an association between the next successive node and an alternate link out of the 
at least one of the nodes such that data intended to be forwarded to the next 
successive node can be forwarded over the alternate link. 

5. (Unchanged) The method of claim 2 wherein the alternate output route is a 
connection-oriented route. 

6. (Unchanged) The method of claim 2 wherein the alternate output route is a 
bypass path through the at least one node to bypass the next successive node. 

7. (Unchanged) The method of claim 2 wherein the alternate output route is a 
bypass path through the at least one node to bypass a failed link out of the at 
least one node. 



8. (Unchanged) The method of claim 2 wherein the alternate output route is a 
connection-oriented route. 



9. (Unchanged) The method of claim 2 wherein the alternate output route is a 
bypass path through the at least one node to bypass the next successive node. 

10. (Unchanged) The method of claim 2 wherein the alternate output route is a 
bypass path through the at least one node to bypass a failed link out of the at 
least one node. 

11. (Unchanged) The method of claim 2 wherein data are forwarded over the 
alternate output route toward the destination node before other nodes on the 
network receive information that data cannot be transferred between the at least 
one of the nodes and the next successive node. 

12. (Unchanged) The method of claim 2 wherein data cannot be forwarded to the 
next successive node over the link because of a link failure. 

13. (Unchanged) The method of claim 2 wherein data cannot be forwarded to 
the next successive node over the link because of a node failure. 

14. (Unchanged) The method of claim 2 further comprising, after forwarding the 
data over the alternate output route toward the destination node, providing to 
other nodes on the network information that data cannot be transferred between 
the at least one of the nodes and the next successive node. 

15. (Unchanged) The method of claim 14 wherein the information that data 
cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
nodes on the network are synchronized. 

16. (Unchanged) The method of claim 14 wherein the information initiates a 
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recovery operation at at least one updating node on the network. 

17. (Unchanged) The method of claim 16 wherein the recovery operation 
comprises updating a routing table for the at least one updating node. 

18. (Unchanged) The method of claim 16 wherein the recovery operation 
comprises updating a virtual circuit route that includes the at least one updating 
node. 

19. (Unchanged) The method of claim 16 wherein recovery operations at a 
plurality of updating nodes are synchronized. 

20. (Unchanged) The method of claim 2 wherein at least one node of the 
network is capable of operating in both a connectionless environment and a 
connection-oriented environment. 

21. (Unchanged) The method of claim 2 wherein at least a portion of the 
network operates in a connectionless configuration. 

22. (Unchanged) The method of claim 2 wherein at least a portion of the 
network operates in a connection-oriented configuration. 

24. (Unchanged) The method of claim 2 wherein the network comprises at least 
a portion of the Internet. 

25. (Unchanged) The method of claim 2 wherein the network comprises at least 
a portion of an intranet. 

26. (Unchanged) The method of claim 2 wherein the network comprises at least 
a portion of an extranet. 



27. (Twice Amended) An apparatus for recovering from failures on a network 
having a plurality of nodes coupled by links over which data can be transferred 
between the nodes, each of a plurality of nodes storing information that 
associates links out of the node with destination nodes to which data can be 
transferred such that the node can forward data out of the node over a link to a 
next successive node toward an associated destination node, said apparatus 
comprising: 

means for generating and storing, for at least one of the nodes, an 
alternate output route out of the node such that, in the event that data to be 
transferred toward a destination node cannot be forwarded to the next successive 
node over the link associated with the destination node, the at least one of the 
nodes can forward the data over the alternate output route toward the destination 
node; and 

means for forwarding the data over the alternate output route toward the 
destination node after generating and storing the alternate output route, if data to 
be transferred toward a destination node cannot be forwarded to the next 
successive node over the link associated with the destination node; 

characterized in that data to be transferred is embedded in virtual packets 
addressed for the alternate route, and then sent. 

28. (Unchanged) The apparatus of claim 27 wherein the alternate output route is 
a connectionless route. 

29. (Unchanged) The apparatus of claim 27 wherein the alternate output route is 
a connection-oriented route. 

30. (Unchanged) The apparatus of claim 27 wherein data are forwarded over the 
alternate output route toward the destination node before other nodes on the 
network receive information that data cannot be transferred between the at least 



one Of the nodes and the next successive node. 

31. (Unchanged) The apparatus of claim 27 wherein data cannot be forwarded to 
the next successive node over the link because of a link failure. 

32. (Unchanged) The apparatus of claim 27 wherein data cannot be forwarded to 
the next successive node over the link because of a node failure. 

33. (Unchanged) The apparatus of claim 27 further comprising, means for 
providing to other nodes on the network after data are forwarded over the 
alternate output route toward the destination node, information that data cannot 
be transferred between the at least one of the nodes and the next successive 
node. 

34. (Unchanged) The apparatus of claim 33 wherein the information that data 
cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
nodes on the network are synchronized. 

36. (Unchanged) The apparatus of claim 27 wherein the network comprises at 
least a portion of the Internet. 

37. (Unchanged) The apparatus of claim 27 wherein the network comprises at 
least a portion of an intranet. 

38. (Unchanged) The apparatus of claim 27 wherein the network comprises at 
least a portion of an extranet. 




5 1 . (Once Amended) A method of recovering from failures on a network having 
a plurality.of nodes coupled by links over which data can be transferred between 
the nodes, eabh of a plurality of nodes storing information that associates links 
out of the node whh destination nodes to which data can be transferred such that 
the node can forwanrdata out of me'node over a link to a next successive node 
toward an associated destination l^i^said method comprising: 

for at least one ofthk .nodes, generating and storing an alternate output 
route out of the node such that, mJhe event that data to be transferred toward a 
destination node cannot be forwardedj to the next successive node over the link 
associated with the destination node, th^at least one of the nodes can forward 
the data over the alternate output route toward the destination node; 

after generating and storing the alternate output route, if data to be 
transferred toward a destination node cannot be fohvarded to the next successive 
node over the link associated with the destination noclfe, forwarding the data over 
the alternate output route toward the destination node, by^mbedding the data in 
virtual packets addressed for the alternate route. 



52. (Unchanged) The method of claim 51 wherein the alternate output route is a 
connectionless route. 

53. (Unchanged) The method of claim 51 wherein the alternate output route 
defines an association between the next successive node and an alternate link out 
of the at least one of the nodes such that data intended to be forwarded to the 
next successive node can be forwarded over the alternate link. 



54. (Unchanged) The method of claim 5 1 wherein the alternate output route is a 
connection-oriented route. 



55. (Unchanged) The method of claim 51 wherein the alternate output route is a 
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bypass path through the at least one node to bypass the next successive node. 

56. (Unchanged) The method of claim 51 wherein the alternate output route is a 
bypass path through the at least one node to bypass a failed link out of the at 
least one node. 

57. (Unchanged) The method of claim 51 wherein the alternate output route is a 
connection-oriented route. 

58. (Unchanged) The method of claim 51 wherein the alternate output route is a 
bypass path through the at least one node to bypass the next successive node. 

59. (Unchanged) The method of claim 51 wherein the alternate output route is a 
bypass path through the at least one node to bypass a failed link out of the at 
least one node. 

60. (Unchanged) The method of claim 51 wherein data are forwarded over the 
alternate output route toward the destination node before other nodes on the 
network receive information that data cannot be transferred between the at least 
one of the nodes and the next successive node. 

61. (Unchanged) The method of claim 51 wherein data cannot be forwarded to 
the next successive node over the link because of a link failure. 

62. (Unchanged) The method of claim 5 1 wherein data cannot be forwarded to 
the next successive node over the link because of a node failure. 

63. (Unchanged) The method of claim 51 further comprising, after forwarding 



the data over the alternate output route toward the destination node, providing to 
other nodes on the network information that data cannot be transferred between 
the at least one of the nodes and the next successive node. 

64. (Unchanged) The method of claim 63 wherein the information that data 
cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
nodes on the network are synchronized. 

65. (Unchanged) The method of claim 63 wherein the information initiates a 
recovery operation at at least one updating node on the network. 

66. (Unchanged) The method of claim 65 wherein the recovery operation 
comprises updating a routing table for the at least one updating node. 

67. (Unchanged) The method of claim 65 wherein the recovery operation 
comprises updating a virtual circuit route that includes the at least one updating 
node. 

68. (Unchanged) The method of claim 65 wherein recovery operations at a 
plurality of updating nodes are synchronized. 

69. (Unchanged) The method of claim 51 wherein at least one node of the 
network is capable of operating in both a connectionless environment and a 
connection-oriented environment. 

70. (Unchanged) The method of claim 51 wherein at least a portion of the 
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network operates in a connectionless configuration. 



71. (Unchanged) The method of claim 51 wherein at least a portion of the 
network operates in a connection-oriented configuration. 

72. (Unchanged) The method of claim 5 1 wherein the network comprises at 
least a portion of an intranet. 

73. (Unchanged) The method of claim 51 wherein the network comprises at least 
a portion of an extranet. 



(Once Amended) An apparatus for recovering from failures on a network 
havuig a plurality of nodes coupled by links over which data can be transferred 
between n^e nodes, each of a plurality of nodes storing information that 
associates limes out of the node with destination nodes to which data can be 
transferred such mat the node can forward data out of the node over a link to a 
next successive nodet<nvard an associated destination node, said apparatus 
comprising: \^ 




means for generating and storing, for aStlea^fr'one of the nodes, an 
alternate output route out of the^ibde such that, in the event that data to be 
transferred toward a destination node iWinot be forwarded to the next successive 
node over the link associated with the destination node, the at least one of the 
nodes can forward the data over the alternate output route toward the destination 
node; and 

means for forwarding the data over the alteniate output route toward the 
destination node after generating and storing the alternate output route, if data to 
be transferred toward a destination node cannot be forwarded to the next 
successive node over the link associated with the destination node; 
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characterized in that data' to be transferred is embedded in virtual packets 
addressed for the altem ate.rojltefr_ _ 

75. (Unchanged) The apparatus of claim 74 wherein the alternate output route is 
a connectionless route. 

76. (Unchanged) The apparatus of claim 74 wherein the alternate output route is 
a connection-oriented route. 

77. (Unchanged) The apparatus of claim 74 wherein data are forwarded over the 
alternate output route toward the destination node before other nodes on the 
network receive information that data cannot be transferred between the at least 
one of the nodes and the next successive node. 

78. (Unchanged) The apparatus of claim 74 wherein data cannot be forwarded to 
the next successive node over the link because of a link failure. 

79. (Unchanged) The apparatus of claim 74 wherein data cannot be forwarded to 
the next successive node over the link because of a node failure. 

80. (Unchanged) The apparatus of claim 74 further comprising, means for 
providing to other nodes on the network after data are forwarded over the 
alternate output route toward the destination node, information that data cannot 
be transferred between the at least one of the nodes and the next successive 
node. 

81. (Unchanged) The apparatus of claim 80 wherein the information that data 
cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
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nodes on the network are synchronized. 

82. (Unchanged) The apparatus of claim 74 wherein the network comprises at 
least a portion of an intranet. 

83. (Unchanged) The apparatus of claim 74 wherein the network comprises at 
least a portion of an extranet. 



84. (Once Amended) A method of recovering from failures on a network having 
a plurality of nodes coupled by links over which data can be transferred between 
the nodes^e^ch of a plurality of nodes storing information that associates links 
out of the nodeVith destination nodes to which data can be transferred such that 
the node can forwaradate out of the node over a link to a next successive node 
toward an associated destination node, said metho^comprising: 

for at least one of the nod^eenerating ana storing an alternate output 
route out of the node such that, in the eVent that dafato be transferred toward a 
destination node cannot be forwarded to theliext successive node over the link 
associated with the destination node, the at least or\e of the nodes can forward 
the data over the alternate output route toward the destination node; 

after generating and storing the alternate output rohte, if data to be 
transferred toward a destination node cannot be forwarded to^he next successive 
node over the link associated with the destination node, forwardin^the data over 
the alternate output route toward the destination node, by embedding the data in 
virtual packets addressed for the alternate route. 

85. (Unchanged) The method of claim 84 wherein the alternate output route is a 
connectionless route. 



86. (Unchanged) The method of claim 84 wherein the alternate output route 
defines an association between the next successive node and an alternate link out 




of the at least one of the nodes such that data intended to be forwarded to the 
next successive node can be forwarded over the alternate link. 

87. (Unchanged) The method of claim 84 wherein the alternate output route is a 
connection-oriented route. 

88. (Unchanged) The method of claim 84 wherein the alternate output route is a 
bypass path through the at least one node to bypass the next successive node. 

89. (Unchanged) The method of claim 84 wherein the alternate output route is a 
bypass path through the at least one node to bypass a failed link out of the at 
least one node. 

90. (Unchanged) The method of claim 84 wherein the alternate output route is a 
connection-oriented route. 

91. (Unchanged)The method of claim 84 wherein the alternate output route is a 
bypass path through the at least one node to bypass the next successive node. 

92. (Unchanged) The method of claim 84 wherein the alternate output route is a 
bypass path through the at least one node to bypass a failed link out of the at 
least one node. 

93. (Unchanged) The method of claim 84 wherein data are forwarded over the 
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alternate output route toward the destination node before other nodes on the 
network receive information that data cannot be transferred between the at least 
one of the nodes and the next successive node. 

94. (Unchanged) The method of claim 84 wherein data cannot be forwarded to 
the next successive node over the link because of a link failure. 

95. (Unchanged) The method of claim 84 wherein data cannot be forwarded to 
the next successive node over the link because of a node failure. 

96. (Unchanged) The method of claim 84 further comprising, after forwarding 
the data over the alternate output route toward the destination node, providing to 
other nodes on the network information that data cannot be transferred between 
the at least one of the nodes and the next successive node. 

97. (Unchanged) The method of claim 96 wherein the information that data 
cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
nodes on the network are synchronized. 

98. (Unchanged) The method of claim 96 wherein the information initiates a 
recovery operation at at least one updating node on the network. 

99. (Unchanged) The method of claim 98 wherein the recovery operation 
comprises updating a routing table for the at least one updating node. 

100. (Unchanged) The method of claim 98 wherein the recovery operation 
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comprises updating a virtual circuit route that includes the at least one updating 
node. 



101. (Unchanged) The method of claim 98 wherein recovery operations at a 
plurality of updating nodes are synchronized. 

102. (Unchanged) The method of claim 84 wherein at least one node of the 
network is capable of operating in both a connectionless environment and a 
connection-oriented environment. 



103. (Unchanged) The method of claim 84 wherein at least a portion of the 
network operates in a connectionless configuration. 

104. (Unchanged) The method of claim 84 wherein at least a portion of the 
network operates in a connection-oriented configuration. 

105. (Unchanged)The method of claim 84 wherein the network comprises at 
least a portion of an extranet. 



106. (Once Amended) An apparatus for recovering from failures on a network 
having a plurality of nodes coupled by links over which data can be transferred 
between the node ve^ch of a plurality of nodes storing information that 
associates links out of tnbsnode with destination n^Jes to which data can be 
transferred such that the nod^qan forward data ^ut of thej^de'over a link to a 
next successive node toward an a^ciated destination node, said apparatus 
comprising: 

means for generating and storing, Yqr at least one of the nodes, an 
alternate output route out of the node such thakin the event that data to be 
transferred toward a destination node cannot be f^warded to the next successive 
node over the link associated with the destination node, the at least one of the 
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nodes can forward -the data over the alternate output route toward the destination 
node; and 

means for forwardihg the data <*v^r the ^lternate output route toward the 
destination node after generatihg andfstorinjphe alternate output route, if data to 
be transferred toward a destination nodecannot be forwarded to the next 
successive node over the link associated with the destination node; 

characterized in that data to be transferred is embedded in virtual packets 
addressed for the alternate route. 



107. (Unchanged) The apparatus of claim 106 wherein the alternate output route 
is a connectionless route. 



108. (Unchanged) The apparatus of claim 106 wherein the alternate output route 
is a connection-oriented route. 



109. (Unchanged) The apparatus of claim 106 wherein data are forwarded over 
the alternate output route toward the destination node before other nodes on the 
network receive information that data cannot be transferred between the at least 
one of the nodes and the next successive node. 



110. (Unchanged) The apparatus of claim 106 wherein data cannot be 
forwarded to the next successive node over the link because of a link failure. 



111. (Unchanged) The apparatus of claim 106 wherein data cannot be forwarded 
to the next successive node over the link because of a node failure. 



112. (Unchanged) The apparatus of claim 106 further comprising, means for 
providing to other nodes on the network after data are forwarded over the 
alternate output route toward the destination node, information that data cannot 
be transferred between the at least one of the nodes and the next successive 
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node. 



113. (Unchanged) The apparatus of claim 1 12 wherein the information that data 
cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
nodes on the network are synchronized. 

1 14. (Unchanged) The apparatus of claim 106 wherein the network comprises at 
least a portion of an extranet. 



v 1 15. (Once Amended) A method of recovering from failures on a network 
having a plurality of nodes coupled by links over which data can be transferred 
between the nodes, each of a plurality of nodes storing information that 
associates links out of the node with destination nodes to which data can be 
transferred shch that the node can forward data out of the node over a link to a 
next successive node toward an associate^ destination node, said method 



comprising: \ f J 

3, genera* 



eratifm 



for at least one ofthe nodes, generating and storing an alternate output 
route out of the node such tnat, in the event that data to be transferred toward a 
destination node cannot be forwarded to the next successive node over the link 
associated with the destination node, the at least one of the nodes can forward 
the data over the alternate output routestoward the destination node; [and] 
after generating and storing the alternate output route, if data to be 
transferred toward a destination node cannotsbe forwarded to the next successive 
node over the link associated with the destinatibn node, forwarding the data over 
the alternate output route toward the destination node, by embedding the data in 
virtual packets addressed for the alter nate_route 
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1 16. (Unchanged) The method of claim 115 wherein the alternate output route is 
a connectionless route. 

117. (Unchanged) The method of claim 115 wherein the alternate output route 
defines an association between the next successive node and an alternate link out 
of the at least one of the nodes such that data intended to be forwarded to the 
next successive node can be forwarded over the alternate link. 

118. (Unchanged) The method of claim 115 wherein the alternate output route is 
a connection-oriented route. 

119. (Unchanged) The method of claim 115 wherein the alternate output route is 
a bypass path through the at least one node to bypass the next successive node. 

120. (Unchanged) The method of claim 115 wherein the alternate output route is 
a bypass path through the at least one node to bypass a failed link out of the at 
least one node. 

121. (Unchanged) The method of claim 115 wherein the alternate output route is 
a connection-oriented route. 

122. (Unchanged) The method of claim 115 wherein the alternate output route is 
a bypass path through the at least one node to bypass the next successive node. 

123. (Unchanged) The method of claim 115 wherein the alternate output route is 
a bypass path through the at least one node to bypass a failed link out of the at 
least one node. 

124. (Unchanged) The method of claim 115 wherein data are forwarded over the 
alternate output route toward the destination node before other nodes on the 
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network receive information that data cannot be transferred between the at least 
one of the nodes and the next successive node. 

125. (Unchanged) The method of claim 115 wherein data cannot be forwarded to 
the next successive node over the link because of a link failure. 

126. (Unchanged) The method of claim 115 wherein data cannot be forwarded 
to the next successive node over the link because of a node failure. 

127. (Unchanged) The method of claim 1 15 further comprising, after forwarding 
the data over the alternate output route toward the destination node, providing to 
other nodes on the network information that data cannot be transferred between 
the at least one of the nodes and the next successive node. 

128. (Unchanged) The method of claim 127 wherein the information that data 
cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
nodes on the network are synchronized. 

129. (Unchanged) The method of claim 127 wherein th~ information initiates a 
recovery operation at at least one updating node on the network. 

130. (Unchanged) The method of claim 129 wherein the recovery operation 
comprises updating a routing table for the at least one updating node. 

131. (Unchanged)The method of claim 129 wherein the recovery operation 
comprises updating a virtual circuit route that includes the at least one updating 
node. 
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132. (Unchanged) The method of claim 129 wherein recovery operations at a 
plurality of updating nodes are synchronized. 

133. (Unchanged) The method of claim 1 15 wherein at least one node of the 
network is capable of operating in both a connectionless environment and a 
connection-oriented environment. 

134. (Unchanged) The method of claim 1 15 wherein at least a portion of the 
network operates in a connectionless configuration. 



135. (Unchanged) The method of claim 1 15 wherein at least a portion of the 
network operates in a connection-oriented configuration. 



136. (Once Amended) An apparatus for recovering from failures on a network 
having a plurality of nodes coupled by links over which data can be transferred 
between the^iodes, each of a plurality of nodes storing information that 
associates linksfcut of the node with destination nodes to which data can be 
transferred such thattte node can forward data out of the node over a link to a 
next successive node tow&rcl an associated destination node, said apparatus 
comprising: \^ / / 

means for generating and storing, fot-afleast one of the nodes, an 
alternate output route out of the node^uch that, in the event that data to be 
transferred toward a destination node cannot be forwarded to the next successive 
node over the link associated with the destination node, the at least one of the 
nodes can forward the data over the alternate outout route toward the destination 
node; and \ 

means for forwarding the data over the alternate output route toward the 
destination node after generating and storing the alternatfe N output route, if data to 
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be transferred tow^d^* destination nodp cannot be forwarded to the next 
successive node over t%\[inl/ associated with the destination node; 

characterized in tW datSu) be transferred is embedded in virtual packets 



addressed for the alternate r^te T and then sent. 



137. (Unchanged) The apparatus of claim 136 wherein the alternate output route 
is a connectionless route. 



138. (Unchanged) The apparatus of claim 136 wherein the alternate output route 
is a connection-oriented route. 

139. (Unchanged) The apparatus of claim 136 wherein data are forwarded over 
the alternate output route toward the destination node before other nodes on the 
network receive information that data cannot be transferred between the at least 
one of the nodes and the next successive node. 

140. (Unchanged)The apparatus of claim 136 wherein data cannot be forwarded 
to the next successive node over the link because of a link failure. 

141. (Unchanged) The apparatus of claim 136 wherein data cannot be 
forwarded to the next successive node over the link because of a node failure. 

142. (Unchanged) The apparatus of claim 136 further comprising, means for 
providing to other nodes on the network after data are forwarded over the 
alternate output route toward the destination node, information that data cannot 
be transferred between the at least one of the nodes and the next successive 
node. 

143. (Unchanged) The apparatus of claim 142 wherein the information that data 
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cannot be transferred between the at least one of the nodes and the next 
successive node includes a time at which nodes receiving the information should 
perform a recovery operation such that recovery operations at a plurality of 
nodes on the network are synchronized. 



